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Today’s Goals 


A little fun 


«Some eye candy 

«Serious Stuff 

«Situational Awareness 

+ Terrorist/Criminal Methodology 
«Personal Security 


«Enhanced Public Safety 
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What's In It For You 


not put yourself into this position 
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E Paradigm Shift 


Target THEM during their pre-attack operations 
° \\ ho are they going to collect intelligence on? 
e What are they going to collect intelligence on? 
* When are they going to collect their intelligence? 
* Where are they going to collect their intelligence? 
° How are they going to collect their intelligence? 
The Indicators of Pre-Attack Operations 


Conduct Surveillance & 
Intelligence Operations 
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Deploy Io The Attack Site 
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Rehearse Attack 
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Intelligence Operations 


We MUST focus on 


re attack operati 


This is when thare most ۱ 

e They will surveil using small teams 

e They will surveil you over and over again to understand 
patterns 

e They will surveil you on-ground, in and around your 


facility and in your face 
e They will produce patterns... 
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Attack Operations 


Observe and report individuals who have “Target Lock or “Target Fixation” 

Observe and report individuals moving from sensitive areas to sensitive areas for no 
apparent reason 

Observe and report individuals focused on vulnerabilities or surveillance vulnerabilities 
Report individuals who provide evasive answer when questioned by security or law 
enforcement 

Report individuals who immediately depart the area after being questioned by security or 
law enforcement 


— Attack Operations 


ےم کیا 
ePacing, counting, or marking distances‏ 
Signaling‏ 
e[mpersonal communication (ribbon, mark, etc.) to‏ 
designate a specific location‏ 

Video/Photographing 

*Normal versus not normal for your location 

e Multiple panoramic shots of areas not typically 
photographed 

ePosing accomplice within frame for cover for action or 
using covert methods to hide the camera from view 


_ Attack Operations 


Timing 
e Repeatedly obser and Too 
(looking for timing patterns) 
Writing / Sketching 

e Notes, diagrams, or sketching pictures (what's important?) 
e Notepads, sketch pads, clipboards, PDAS, laptops 
Watching 

e Pacıng, lapping, or reversing route when mobile 

el oitering and observing vulnerabilities (attempting to map 
patterns) 
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Attack Operations 


Querying 


*Normal versus not normal questions about your locatio 
e Asking questions about security /facility operations and 


vulnerabilities 
e Requesting blueprints or asking about site construction, 


layout, or materials 


Indicators of Pre- 
Attack Operations 


Probing 

e [esting security/emergency measures (perimeters, 
barriers, etc.) 

e [esting security/emergency procedures (access control, 
visitor Processing, etc.) 

e Testing security/emergency responses (alarm activation, 
bomb-threat, etc.) 


Report Individuals You 
Observe Conducting 

Indicators of Pre-Attack 
Operations 


Do NOT assume they are who they say they are (they will 
use cover stories - tourist, bystander, worker, etc.) 


Do NOT try to figure out their motives (bad guys are bad 
guys - terrorists, insurgents, anarchists, criminals, robbers, 
professionals, amateurs, etc.) 


See Something 
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Some Thoughts for 
Communicators 


Look Around 

Observe 

Listen — Not Just to the radio 
Familiarize with the area In advance 
Note BEHAVIOR Anomalies 

See Something, Say Something 


Real World 


Experiences _ 
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